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Abstract:

This paper will introduce a propose algorithm to improve an elastic block
cipher algorithm by benefiting from an efficient properties of a secure
cryptographic mode New Plaintext-Ciphertext Block Chaining mode
(NPCBC) and by creating a good key schedule and two new S-Boxes. This
paper will describe the concept of a proposed elastic block cipher that refer
to stretch the supported block size into any length up to twice of the
original block size. Also it defines a method for converting any existing
block cipher into a new elastic block cipher. The results show that the
security is increased by using the multiplication-addition operations in
NPCBC mode which it provides the confusion and diffusion properties that
cause difficulty of attacks on a new algorithm. And Also by using a good
key schedule and two new S-Boxes which they increase the complexity
with keep on speed of a new algorithm when compare it with a traditional
algorithm which it has a weakness point when encrypt multiple blocks with
using a fixed secret key.

Keyword: Block Cipher Design, Fixed Length Block Cipher, Variable

Length Block Cipher, Elastic Block Cipher, NPCBC mode, S-boxes, key
schedule.
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Introduction

A cryptography algorithm that has a fixed size input is called a Fixed
Input Length (FIL) primitive. For example, all block ciphers are common
FIL primitives. A block cipher algorithm transforms a block of unencrypted
text (commonly called “plaintext”) into a block of encrypted text
(commonly called “ciphertext”) under the action of a secret key. The

plaintext and ciphertext have the same length when transformed through a
block cipher. Decryption process applies a reverse transformation of
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encryption process using the same secret key. A block size is a length of
the block. It is can be 64 or 128 bits [1][2].

The recent applications of internet and wireless communications need
develop of cryptography algorithms that operate on Variable Input Length
(VIL) primitives. A need therefore exists for techniques that provide
constructions made of VIL primitives that are efficient and that provide
relatively high security. These techniques are used to encode a message to
create an encrypted resultant message and to decode the encrypted resultant
message to recreate the original message. On encryption and its
corresponding decryption technique is more efficient than a comparable
conventional encryption and decryption technique, while a second
encryption and its corresponding decryption technique has relatively high
security. These constructions may be implemented in any number of ways,
such as through hardware devices or computer systems [2][3].

In [4][5] proposed an elastic block cipher but it has a weakness point when
it encrypts multiple blocks with using a fixed secret key [6]. In [7] gave a
method of providing a Feistel-based variable length block cipher.

This paper proposes a new elastic block cipher algorithm with any network
(substitution-permutation (SP) or Feistel) that allow us to “stretch” the
supported block size up to double of the original block size with do not use
plaintext padding process. And also maintaining the diffusion property of
traditional encryption algorithms and change their computational load
proportionally to the increase of a size.

The organization of this paper is as follows. Section 2 explains the
construction of new elastic block ciphers from existing block ciphers.
Section 3 presents a flowchart of algorithm. Section 4 presents a practical
implementation and conclusions in the last section.

. The construction of a New proposed elastic block cipher

. The proposed network structure

The proposed algorithm makes the functions of the encryption and
decryption of an existing block cipher process on blocks with size 2b bits
rather than size b bits of the original block cipher.

The proposed network structure uses the same cycle and round function of
the original block cipher. And it makes a substitution and permutation on
b+y bits where 0 <y <b.

This proposed structure involves initial and final whitening, use the cycle
of the existing fixed-length block cipher, and use proposed key schedule
and two S-boxes. Figure (1) shows this structure.
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Fig. (1): Proposed network structure

Table (1) describes the notations and its definitions for construct this new

structure:
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Table 1 Proposed notations and its definitions

Notation Definition
G Any traditional block cipher algorithm that has a fixed-length block size
r The number of cycles in G. for example:
- 1round of SP network= 1 cycle
- 2round of Feistel network = 1 cycle
- 4round of RC6 =1 cycle
b The length in bits of the input block to G
y An integer number in the range [0, b]
G’ An proposed elastic and modified of G with an input length (b+y) bit
r' The number of rounds in G'. such that
- r'=rin SP network
- r'=r1*2 in Feistel network
Ipre The prefix of input with b bits
Isuf The suffix of input with y bits.
Iprekey Output of XOR operation between I,.. and K; in initial whitening step.
Lsufkey Output of XOR operation between I, and K, in initial whitening step.
K; Subkeys are derived from key schedule.
Cy The output from one round function of G
CE,, The output from one round function of G".
Opre The prefix of CE.,with b bits.
Ogur The suffix of CE,, with y bits.
Oprekey Output of XOR operation between Op,cand K in final whitening step.
Osufkey Output of XOR operation between Og,r and K, in final whitening step.
Cpre The left of C,, with y bit and consider input of V(I — 0)SBox,.
Oguf The output of V(I — 0)Sbox; with y bit.
Bsus The output of S5 with y bit ( 0S5).
Bpre The output of V(I — 0)Sbox, and also it is the left of CE, with y bit.
NPCBCI7] Shortcut of “New Plaintext-Ciphertext Block Chaining”

V(I — 0)SBox,

Shortcut of the proposed first Variable Input- Output Substitution Box with y
bits size of input and output.

This box is key dependent Sbox. It has two of no key dependent Sboxes S; and
S,. The output of S, is exclusive-OR (XOR) with key T; and the result is the
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input of S, to get output ag,r With size y bits.

S1 1™ no key dependent Shox with size y bits of input and y bits of output.

0S, The output of S; with size y bits

RS, The result of XOR operation between 0S; and left bits of key T;

S, 2" no key dependent Sbox with size y bits of input and y bits of output.

0S, The output of S, with size y bits

T; Set of keys when V(I — 0)SBox; is depended on them. These keys are derived

from NPCBC mode. The humber of these keys depends on r'.

V(I — 0)SBox, | Shortcut of the second Variable Input- Output Substitution Box with size y bits
of input and y bits of output. This box is key dependent Sbox and its contain
two no key dependent Sboxes S; and S, when the output of S; is exclusive-
OR (XOR) with o, s and 0;, and the result is the input of S,

S3 3" no key dependent Sbox with size y bits of input and y bits of output

0S; The output of S5 with size y bits

RS, The output of XOR operation between the output of Ss, ag,r and left bits of
key 0;

S, 4™ no key dependent Shox with size y bits of input and y bits of output

0s, The output of S, with size y bits

0; Set of keys when V(I — 0)SBox,, is depended on them. These keys are derived
from NPCBC mode. The number of these keys depends on r’

v; Set of initialize vectors with b bits derived from the user key. These set consider

the inputs of NPCBC mode to generate T; and O;

The following proposed steps convert an existing block cipher (G) with a
fixed size b-bit into its new version (G’) that can process b + y bits:

. Set the number of rounds (r'). It is equal to (r) in a
Substitution_Permutation network of exiting block cipher and equal to r*2
in a balanced Feistel network.

. In prior to the 1% round function of G, apply initial whitening step which is
XOR process between the input plaintext with size b+y (Ipre, Isur) and the
keys (K, K,) are generated from a key schedule section. The output from
this step is (Iprekey: Isutkey)-

. The output from step (2) (Iprekey: Isufkey) is input to round function G’ with
r’ round. The round function is contain on any exiting block cipher
G, V(I — 0)Sbox, and V(I — 0)Sbox,, see previous figure (1).
[prekeyWith size b bit is input to G. Igypey With size y bit is input to
V(I — 0)Sbox,. The leftmost of output G with size y bit (o) is input to
V(I — 0)Sbox,. The output from each round function is (Opre, Ogyf) With
size b+y bit.
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4. After the last round function G’ apply final whitening step which is XOR
process between the output of last round with size b+y (Opye, Osyf) and the

keys (K3, K,) are generated from a key schedule section. The output from
this step is ciphertext with size b+y (Oprekeys Osufkey)-
The round function in the proposed algorithm is used key dependent S-box
which provide high security compared with elastic algorithm [1,4,5]. The
proposed algorithm use swap step for OS5 rather than ay..which used in
elastic algorithm to increase the security against distinguish attack.

B. The proposed key schedule

The purpose of key schedule is to produce additional keys or increasing
the original key length. In the implementations, a pseudorandom will be
used as first part of proposed key schedule. The second part is derived from
the structure of NPCBC mode to increase the randomness of the expanded
key bits compared with those are produced by an existing key schedules.

The first part is used to produce a random sequence with length (r'+4)*b
bit. This sequence consider as an input of a second part to decrease the
possibility of the attacks.

The sender and receiver are agree on the key with length (5*b) bit where
a first b bit block consider as a key of G. The remain (4*b) bits are divided
into 4 blocks (IV1, IV2, IV3, 1V4) where each with b bit and they consider
as an initial vector of the second part of the key schedule of G’ to produce
(r'+4) round subkeys of G'.

For example, they are agree on a key with length 640 bit (80 byte) where
first 128 bit consider as a key of G and the remain 512 bits are divided into
4 blocks (IV1, IV2, IV3, IV4) where each with 128 bit and they are
consider as initial vector of the second part of key schedule G’ to produce
(r'+4) round subkeys of G'.

The first part is any strong pseudorandom which can produce sequence
with length (r'+4)*128 bit and have randomness property. The sender
produce this sequence as input to a second part of the proposed key
schedule to produce random (r'+4) subkeys and each with 128 bit. Where
(r'+4) mean generate 1’ subkeys by depend on number of round r’, the
number 4 mean generate 2 subkeys for initial whitening and other 2
subkeys for final whitening.

A proposed second part of key schedule is derived from the structure of
NPCBC mode. NPCBC mode has a better security compared with CBC
mode of block ciphers [8]. The deriving is similar to a structure of NPCBC
but different in use random sequence as input (I;) rather than plaintext. The
output are subkeys (0O;) rather than ciphertext. And also different in use
function F rather than use system of block cipher Ex in NPCBC mode.
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Figure (2) shows this proposed 2nd part. Function F uses three different
stages of AES [9,10] structure to get permutation and substitution. The
stages are Substitute Bytes Transformation, ShiftRows Transformation, and
MixColumns Transformation [9]. Also in the second part will use the
multiplication O, —addition FH, operations that provide the confusion and
diffusion properties.

This paper can denote the generation of subkeys by the following
equations where suppose b=128 bit and the output of a first part is consider
as input to a second part which is divided into blocks I, I,,... each with b
bits.

2" part of a proposed key schedule:
Ti=(1V1 O128 IV2) Hi128(IV3 O128 (IVs H128(IV1 O128 IV2)))
0;-1=F(((IVy O128 IV3) H128 1V4) O128 1V3)
0;=F(((IV2 O128 I;) B128 0i-1) O128 T})
Where:
o i=1lto(r+4)
e T; is key dependent of V(I — 0)SBox;
e 0 is key dependent of V(I — 0)SBox,
o 125 denotes x Q125 ¥ =(x1 O128 Y1, X2 On V2. - X128 O128 Y128)€ GF (2)'?2,
where
xp O128 Vp= 1 mod (2128 + 1), x;, and y,=(0,0,. . .,0),
xp.ypmod (2128 + 1), x, and y,# (0,0.,. . . ,0),
xp =(0,0,...,0), and yp# (0,0,...,0),
xp #(0,0,...,0),and y,= (0,0,...,0),

o Mg means xHizgy =(x1 BHizs Y1, %2 Bi28 Y2, oo . X128 Hi28 V128)E
GF (2)'28 where x;, H125 yp=(x; + y»)mod 2128

The sender uses these subkeys in order with i from 1 to r'+4 while the receiver uses
these subkeys in reverse order with i from r'+4 down to 1.
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Fig. (2): 2" part of a proposed key schedule

C. The proposed two S-boxes

1. V(I = 0)SBox;
This Sbox is depend on key T; so it is called key dependent Sbox and has
non linear property. See figure (1) which show the work of this Sbox when
the Igy,rkey With y bit is input of V(I — 0)Sbox; which go to S; which its
contain on table of bits. Is, ke, and its number of y bits are index of this
table to out new bits with size y bit called 0S;. Then exclusive-OR (XOR)
process is performed between the output of S;( 0S; ) and left bits of key T;
with size y bit. Then the result, called RS;, is the input of S, which it
contains on table of bits and the input with its number of y bits are index of
this table to out new bits with size y bit called 0S,. Then the as,stakes the
bits of 0S, as output of V(I — 0)Sbox;.
1.1 S,
This sbox can be written as a table with set of random elements is shown in
table (2) and arranged by depending on number of bits (y) for I, fkey. Sq
has value and y bit for input Ig, s, as they index of table and output new
value with y bit called 0S;. See the following procedure that shows the
work of S;.
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Procedure Sy (Isufkey as input, 0S; as output)
R;=y mod 8, where y is number of bits for I, ey

Case R, of

Rys1=sutkey/8 ,divide the input into sets of 8 bit and each set is saved in array called R, s, where
[s] is number of set.

R3is= S1(Ry[s1,8), Ry cONsider as input to S; when the value of Ry in hex and the number
of y which equal to 8 as they index of table (1). The output is new sets of 8 bit and each set is
saved in array calledR s}, where [s] is number of set.

R3mer=R3mer&R3[s), merge the sets of array which each with 8 bit into one set with y bit.
0S1=Ramer
lor2or3or4dor5or6or?7:if (y<8) then
begin
Ry=left(Isusrey, R1),cUt Ry bits value from left of input
R5=S;(Ry4, R;), where Ryis equal to 1 or 2 or 3or 4 or 50r 6 or 7.
0S;=Rjg
end
else
if (y>8) then
begin
Ry=left(Isusrey, R1),cUt Ry bits value from left of input
R5=S;(Ry4, R;),where R;isequalto 1 or2or3or4or5or6or?7.
Re=right(Isufkey Y- R1)
Isufkey2=Re

R71s1=Lsutkey2/8 , divide Igypey, into sets of 8 bit and each set is saved in array calledR ),
where [s] is  number of set.

Rg[s)= S1(R7[s],8)
Rgmer=Rgmer&Rgs), Merge the sets of array which each with 8 bit into one set with y

bit.
Ro=R5& Rgpmer-
0S;=Rq
end
end of case
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Table 2 proposed S1

y

1 01

2 0312

3 15304267

4 OEB345D896AF17C2

5 1C9C31D16131981A520E101F11126B15141718D1A1B741EF

6 712343751839B9A12C3CE310111D131423161729462D 36 1A3F 1F3A222F 1524
3026271E212A2B2C1B2EF2531323328353803E201C3BD3D819

7 45158663553C54486367B16624749504A12130157F4418191A3D1C431E1F2021
5B 406F 257127 32292A282CF5A2F 3042 C53703836373B393A316173E41333F684
2B 7346 2D 74 E 26 4B 4C 4D 4E 4F 5E 515257 255 6A 6D 7 59 2E 23 5C 5D 76 5F 60 61 6B 9 64
D24691DA5636C226E7E3481B141175107778657A7B7C7D 7972

8 0A46B319C4D278CBABCDEFF3131211 A6 D733171844C01B 1C238F1F 20218D
7TFEO025CF897B522D5E 2F EAE7 353063 2C 16 AD 55 3F 32 6 39 9A 3B 8A 9C 7C 2E B3 CC
CAAE4DOE447 4B714A 2B 4C 8B 4E 9B 66 51 29 53 54 E8 60 96 58 F1 FC 82 5C 75 86 5F D6
F2 62 40 64 65 56 CE 9F F8 6A 87 6C 3D 41 4257497273 745D 76 C7 FB 79 59 28 2A 37 7E 27 EE
A5 FE835A 8561 B9E1153C4D8C 36 8E 1E70B89293 A2 C18499899 3A7A6D 54568 A0
AB 94 A3 1BE90 A7 AB1A AA 46 ACCD 95 FF BO B1 B2 31 22 B5 BF DF 91 2 BA BB E2 BD 69
DC A943 C2C338C5C677 Al C96F67FD 9734269 D114 D3 F7 D550 FO D8 80 DA DB BC
DD 1D B7 DE 88 9D E3 48 E5 E6 B4 7D E9 ED EB EC 3E D9 EF 6E 4F AF 10 78 F5 F6 D4 81 F9 FA
F4 B6 24 5B C8

12'S,

This sbox can be written as a table with set of random elements is shown in
table (3) and arranged by depending on number of bits for RS; . S, has
value and y bit for input RS; as they index of table and output new value with
y bit called 0S,. See the following procedure that shows the work of S,.

Procedure S, (RS, as input, 0S8, as output)

R;10=Yy mod 8, where y is number of bits for RS;

Case Ry, of

0 : Ry1;5=RS:/8 ,divide the input into sets of 8 bit and each set is saved in array called
Rq1[s,where [s] is number of set.

Riz[s)= S2(Ri1(5]:8), Ri1[s) CONsider as input to S, when the value of Ryq5) in hex and the
number of y which equal to 8 as they index of table (2). The output is new sets of 8 bit and each
set is saved in array calledR;,s;, where [s] is number of set.

Rizmer=R12mer&R12[s), Merge the sets of array which each with 8 bit into one set with y
bit.

0S52=R12mer
lor2or3ordor5or6or7:if (y<8) then

begin

Ri3=left(RS;, Rig),cut Rybits value from left of input
R14=S2(R13, Ryp),where R gisequal to 1 or 2or 3or4or5or6or 7.
052=R14

end
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else
if (y>8) then
begin
Ri3=left(RS;, R1),cut Ry,bits value from left of input
R14=S1(R13, Ry1p),where Rygisequalto 1 or 2or3or4or5or6or 7.
Ry5=right(RS;,y- Ryo)

RS12=R5
R16[s1=RS12/8 , divide RS, into sets of 8 bit and each set is saved in array called R;¢jg),
,where [s] is number of set.

Ry7151= S2(Ry6[s],8)

Ri7mer=Ri7mer &R17[s), Merge the sets of array which each with 8 bit into one set with y
bit.

R18= R14& Ri7mer-

0S;=R1s
end
end of case
Table 3 proposed S2

y

1 01

2 1320

3 40136527

4 D42065A189F3CBE7

5 1B1F187191C4B149216E0121011F138151617 AC1IAD51D 1E3

6 0113234562589 A3CC2121A 301D 27 133638 2D 3E 1F E 2F 1B 1C 14 24 18 3935 2E 23 B F 3A 7 28
29 D 2C 2B 16 1 2A 26 31 19 1E 34 21 22 37 15 20 10 3B 33 3D 17 3F

7 2411B31FB67216B642C7D23F 721141 4B 14 15 61 3F 18 43 49 40 6D 69 1E 5A 2B A 2D E 53 2E 26
27 28 29 7B 5D 2C 22 25 4C 42 31 4D 3A 7F 35 19 37 1339 33 3B 5 7C 3E 3D 67 46 62 2A 6F 45 12 47 6E 1A 5B
8 7A 32 4E 4F 30 51 D 0 54 74 71 57 58 59 56 73 5C 20 5E 5F 60 75 48 17 38 65 66 79 68 4 4A 9 6C 1C 1D 36 70
6A 10 50 76 44 55 77 78 3C 2F 16 63 52 7E 34

8 03073B54D6785CABB6D5DFD91011 D813 E515A 17 2319 88 1B 1C 1D 47 27 A4 2176 18 BA 25
32 1F 2D 3C 2A 3A 2C D4 2E F0 8D AD 9F 33 4A 35 36 37 29 39 62 9A 8C 3D 3E 3F 52 41 6A 7B 44 45 46 DA
C4 49 B1 4B 4C AC 57 4F 50 38 40 59 E4 55 71 31 F5 53 5A 22 E7 74 7D 7C 8F 61 E C1 64 D7 77 63 68 FD B3
54 6C 6B 6E CO E0 56 72 2 5D C6 69 ED 78 51 1A 95 5F 5E 7E 7F Al 81 A8 83 20 85 6F 87 EB 89 CF 96 E8 EE
8E 9B 90 91 92 93 94 FC 28 97 DC 2F 67 4D 9C A3 9E 3 D6 80 A2 9D 60 BO E3 A7 82 A9 F6 16 D2 C2 AE 43 C5
3B B2 42 F9 F3 B6 B7 EF B9 86 BB BC A6 BE BF 24 65 98 C3 48 A5 DB C7 C8 C9 84 CB 70 FE F7 8A DO D1
BD E2 CA D5 A0 26 14 7A 12 75 4E 58 DE B8 99 E1 D3 8B C 1E E6 2B CC E9 EA F EC 66 1 CE 34 79 F2 AA
F4 DD 9 F1 F8 B4 FA FB AF 5B CD FF
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2.V(I — 0)SBox,

This Sbox is depend on key O; and also on ag,s SO it is called key
dependent Sbox and has non linear property. See figure (1) which show the
work of this Sbox when the left of C., with y bit called ay.. is input of
V(I — 0)Sbox, which go to S; which its contain on table of bits. .. and
its number of y bits are index of this table to out new bits with size y bit
called 0S;. Then exclusive-OR (XOR) process is performed with the
output of S; ( 0S5 ), left bits of key O; and the output of V(I —
0)Sbox; (ogyuf). Then the result, called RS,, is the input of S, which it
contains on table of bits and the input with its number of y bits are index of
this table to out new bits with size y bit called 0S,. Then the B, takes
the bits of 0S, as output of V(I — 0)Sbox,.

2.1 S,

This sbox can be written as a table with set of random elements is shown in
table (4) and arranged by depending on number of bits (y) for ape. S; has
value and y bit for input .. as they index of table and output new value
with y bit called 0S;. See the following procedure that shows the work of
S;.

Procedure S; (apre as input, 0S3 as output)
R19=y mod 8, where y is number of bits for o,
Case Ryq Of
0 : Ryops]=apre/8 ,divide the input into sets of 8 bit and each set is saved in array called
Ryops,where [s] is number of set.
R211s1= S3(Rz0(s1,8), Ragps) CONsider as input to S; when the value of R, in hex and the
number of y which equal to 8 as they index of table (3). The output is new sets of 8 bit and
each set is saved in array calledR s}, where [s] is number of set.
R21mer=Rz1mer&R21(s), Merge the sets of array which each with 8 bit into one set with y
bit.
0S3=Rz1mer
lor2or3ordor5or6or7:if (y<8) then
begin
Ry, =left(ares Rig),cUt Rygbits value from left of input
R,3=S35(R,5, Ryg),Where Rygisequalto 1 or2or3or4or5or6or?7.
0S3=R,;
end
else
if (y>8) then
begin
Ry, =left(ayre, R1g),cUt Ry bits value from left of input
R,3=S35(R,5, Ryg),where Rygisequalto 1or2or3or4or5or6or?7.
Ros=right(apre,y- Rio)
Qpre2=Rg
Rosis1=0pre2/8 , divide e, into sets of 8 bit and each set is saved in array calledR ,5q),
,where [s] is number of set.
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Rze[s1= S3(R2ss1,8)

Ro6mer=R26mer&R26[s), Merge the sets of array which each with 8 bit into one set with y
bit.

R27= R23& Ragmer-

OS3=R27
end
end of case
Table 4 proposed S3

Y

1 10

2 0321

3 04675123

4 0C85F21739EB4DAG

5 41231011149A7TEBCD8131201F156F 1618519 1A 1C 1B 1D 1E 17

6 3A3F302D4501E3C616 BCD23F10119E 36157261819 1A 1B 1C 1D 31 1F 20822 39
3E253B2728292A2B2C 17 2E2F22113333433537143812243D132 A

7 062FD755567893BC39E3C5E 1121314 3F 16 17 18 5C 1A 42 1C 1D 1E 1F 55 73 22 5D 6F
10 62 27 4A 33 54 2B 2C 2D 2E 2 30 60 28 29 35 34 19 15 24 47 F 3B 67 78 3E 7D 40 41 7B 48 4C 45
7A A3A 7769 4B 3D 61 70 4F 50 23 52 59 2A 37 32 57 58 53 5A 20 36 76 11 46 31 71 26 63 64 5F 66
1B 68 5B 6A 6B 38 51 6E 6C 49 7E 72 21 74 44 6D 25 4 79 65 43 7C 4E 4D 7F

8 3CE2443BB1A28E89518C3FCOFC50A2 70951217 C3B7 8619 32475855 1D EO 8B DB
D2 2223 CD 56 26 27 5 4D 11 18 D6 2D 2E 2F 30 24 2B 33 82 9D CA 7E 38 FF 80 3B 14 3D 3E C DD
BA 42 13 2 45 46 CE 48 AA 4A 8D 4C 29 F5 4F 2C 6 F3 53 FD 1C A3 57 E6 D4 EE 7D 5F F7 B B4
AC EF 99 60 64 65 E5 67 9B 69 BE 59 5E 6D 6E 6F 2A 98 54 7361 A9 76 77 75 7C 8 7B 79 6B 37 7F
3A 81 F A7 84850 B1 90 89 B2 10 8E 4B 6C F6 6A 91 92 F2 94 D3 96 97 71 62 9A 68 9C 49 9E 9F
A0 D7 1F 66 AE A5 DE 83 A8 78 ED AB C5 AD FE AF B0 7 BD 35 8F B5 DF F8 B8 B9 41 4 E 8A FO
BF D C15D 39 C4 63 B3 C7 D5 C95A CB CC F4 52 CF DO D1 21 BC 5B C6 34 Al 87 D9 DA 20 DC
40 A6 93 1IEE1 D8 E35C 72 1BE7 7TA E9 EA EB EC C8 36 74 B6 F1 31 88 1A 4E E4 C2 16 F9 FA
FB 4325 A4 15

2.2 S,

This sbox can be written as a table with set of random elements is shown in
table (5) and arranged by depending on number of bits for RS, . S, has
value and y bit for input RS, as they index of table and output new value with
y bit called 0S,. See the following procedure that shows the work of S,.

Procedure S, (RS, as input, 0S, as output)
R,g=y mod 8, where y is number of bits for RS,
Case R,g of
0 : Ryq[5)=RS,/8 ,divide the input into sets of 8 bit and each set is saved in array called
Ryops;,where [s] is number of set.
R3ois1= Sa(Rzo[s1,8), Ragps) CONsider as input to S, when the value of R,q) in hex and the
number of y which equal to 8 as they index of table (4). The output is new sets of 8 bit and each
set is saved in array calledR 3o, where [s] is number of set.
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R3omer=R3omer&R30[s), Merge the sets of array which each with 8 bit into one set with y
bit.
054=R30mer
lor2or3ordor5or6or7:if (y<8) then
begin
R;1=left(RS,, Ryg),cut R,ghits value from left of input
R35,=S,4(R3q1, Ryg),where R,g isequalto 1 or2or3or4or5or6or?7.
0S4=Ra;
end
else
if (y>8) then
begin
R;1=left(RS,, Ryg),cut R,ghits value from left of input
R3,=S4(R3q, Ryg),where R,gis equal to 1 or 2or 3or4or5or6or 7.
R33=right(RS;,y- R2g)
RS22=R33
R34(5=RS,,/8 , divide RS,, into sets of 8 bit and each set is saved in array called R4,
,where  [s] is number of set.
Ras(s1= S4(R3a(s1,8)
R3smer=R3smer&R35(s), merge the sets of array which each with 8 bit into one set with y

bit.

R36= R32& Rasmer-

0S4=R36

end
end of case
Table 5 proposed S4

Y
1 10
2 2103
3 56204317
4 382495671FABODEC
5 C11A3611E789A1D2B4F10171B13161501E1819512D 141C 1F
6 072F37243A311E169A3ED25F10112135153226 1819 1A 1B 2014 11 1F 1C 2122238

291727C36282B262E2C3039B334352D 1D 3834 2A 3B 3C 3D 3E3F

7 5A16D7F46867209A60CDE23755F321A 281816175019 131B 29555D 62 8 3F 22 58
2B2C2F1E39723A2414B54303B2E12334D 7036 3738 7D 2A533C3D 074 4B 794243

40454611 1F 4927 F4C 3461 4F 1551522 73 1D 56 57 3E 59 25 5B 21 77 5E 47 2D 7B 6A 63 64
65 66 5C 67 69 48 6B 6C 44 6E 6F 3571 1C 31541 76 AA78 4ETA107C26 7TE 3

8 0612341A67DDFEA2BC48EF 106D 12138315B1B78E 195 1B 1C A0 9D 1F AE 58 33
23 24 6A 26 D364 99 DE AF 2C 2D 2E9B DB 31 73 B4 51 A3 36 37 4B393A3B9E 3D 8C 32 C1
CC D9 D7 44454647 7B 49 4A 25 96 CE 9F C9 50 B5 52 53 54 55 DC 2F 16 77 5A 5B 5C 3E C5 5F
30 F4 62 63 28 D5 65 D4 68 BA CA D BB 80 6E 6F 70 F6 358 74 27 EE C8 41 18 DF F8 F9 7D FB 7F
CF5D 827684 868587838898A8B9F217C569192AA94F55E 22988D 9A B3 9C 97 66 40
FF A1 A2 C4 A4 A5 95 A7 A8 A9 42 AB C3 AD B6 E5 BO C0 B2 4338 A6 20 17 FC D1 CB 6C 1E
BDBEBFCD 75C234 EF ACC6 C7 714F 3F 69 78 21 1D 11 DO B9 D2 81 67 29 D6 E2 D8 93 DA
B8 903C2A7AEOELB E3577214E7TESE9EAEBECED 4CE6FOF1BC F379 6B 59 F7 4E 8F
FA 7E FD 60 E4 4D

107




JOURNAL OF COLLEGE OF EDUCATION
NO.Beeeeeeeerenccccecccccnscccccenseeea 2017

A. The general flowchart of proposed algorithm
In this section will introduce a general flowchart in figure (3) to describe
the work of proposed algorithm.

Apply proposed key schedule of G’ to
generate round subkeys of G’
(Ti, Oi , and Ki)

Apply key schedule of G to generate
subkeys of round function of G

Input plaintext with length b+y bit

Apply initial whitening

Apply one round of G’

|
v

Apply final whitening

Output ciphertext with length b+y

Fig. (3): A general flowchart of a proposed algorithm

B. The practical implementation of proposed algorithm

At first to generate two new variable input-output key dependent SBoxes
by generate four fixed SBox S;, S,, S3, S, where they have random and
no iteration positions in case (2< y <8). Then insert these Sbox to a
proposed algorithm which has a proposed key schedule. The result shows
that an algorithm has a good structure, it has a high linearity complexity
(6n) rather than (1n) where n is number of operations in one round, it has
an increase in the speed, and it is more random compared with a previous
elastic block cipher algorithm as shown in the following tables (5) and (6)
of randomness and NIST tests respectively when the proposed algorithm
has smaller values in the most results.
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Table 5 The randomness tests

The tests frequency serial Poker autocorrelation Run

Elastic algorithm [4] 0.40 1.60 0.25 21.69

Proposed elastic 0.98 1.15 -1.25 11.44

algorithm
Table 6 NIST statistical tests
No. NIST test Elastic algorithm Proposed elastic
[4] algorithm

1 Frequency 0.5022 0.8025
2 Block frequency M=128 0.8818 0.9997
3 Runs 0.4775 0.0169
4 Longest Runs of Ones 0.3247 0.0437
5 Rank 0.3576 0.1959
6 FFT 0.2629 0.3018
7 NonOverlapping Templates m=9 0.5260 0.4872
8 Overlapping Templates all ones B="111111111" 0.0423 0.0351
9 Universal statistical L=6 & Q=1000 0.7864 0.6532
10 | Linear complexity M=500 0.1842 0.4087
S 0.3310 0.0656
11 | Serial m=12 05001 0.6851
12 | Approximate Entropy m=8 0.1365 0.0715
13 | Cumulative Sums (Forward) 0.5219 0.9784

C. The conclusions

This paper proposes a new elastic block cipher algorithm with any network
(substitution-permutation (SP) or Feistel) compared with the existing
method that provides a Feistel-based variable length block cipher only.

A proposed algorithm allows us to “stretch” the supported block size up

to double of the original block size with do not use plaintext padding
process. This new structure has a good construction because it uses two
proposed S-Boxes which depend on keys inside a one cycle rather than use
XOR operation as in an existing elastic structure.

A number of round r’ in the new elastic algorithm is decreased into ( r )
In a Substitution Permutation (SP) network of exiting block cipher. And it
equal to (r*2) in a balanced Feistel network rather than (r+[ry/b]) in
existing elastic algorithm that cause to increase the speed of algorithm.

The complexity of a proposed round function of G’ is increased to (6n),
where n is the number of operations in one round, with preserve on the
speed at the same time because the round function of G’ use faster
operations which consist of lookup in the table of S-Box and XOR
operation. While in round function of G, the complexity is (1n) because it
IS use one operation (XOR operation). So the security of a new elastic
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structure and the randomness are increased when (y) value is increased
forward to ( b) bit while the existing elastic structure is vulnerable and has
less security.

The existing elastic network has a weakness point when encrypt multiple
blocks with using a fixed secret key that mean it has not well designed of
key schedule. The new elastic network has good structure and good key
schedule to prevent this weakness point in elastic network. A proposed key
schedule has strong properties that derived from NPCBC mode.
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