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Abstract

a new color image encryption algorithm is proposed by combining diffusion
the image pixel and keys that generating by a novel chaotic system. The
performance of the algorithm has been analyzed through analyzes statistical
such as histogram analysis, correlation coefficient analysis, Information
entropy analysis, key space analysis, key sensitivity analysis, and results show
that the algorithm has good encryption performance and high security due to
key space size can reach to 10°® which means that very long , and the high
sensitivity for small changes in key which makes the algorithm immune to
Brute force attacks, and it can resist the statistical attacks, so the key space
was large enough to resist many statistical attack methods, the algorithm has
been implemented and analysis done by using Matlab R2012b software.
Keywords: A novel Chaotic System; Image Encryption, new algorithm.
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1 Introduction

The 21st century is the era of global information. Information is related to
personal privacy or commercial confidentiality, or even the national security.
"Snowden' demonstrates that our information security is faced with severe
challenges. Information security issues are becoming the focus of attention.
Image is an important information carrier, which is used in all walks of life
because of the bulk data capacity, high redundancy and correlation, and
therefore the image security is particularly important. However, due to these
features, traditional encryption methods such as DES [1], AES [2] are not so
suitable for digital image encryption. Chaotic system possesses some excellent
features for data encryption, such as good pseudo-random performance,
sensitivity to initial conditions [1].Chaos for data encryption was first
proposed by Mathews [4]. With the growing application of chaos, chaotic
system has been widely used in image encryption, many researchers have
investigated and began to propose encryption algorithms based on the low-
dimensional chaotic systems [2, 3, 4]. But low-dimensional chaos has some
defects such as limited key space and low security because of the small
number of parameters, and chaotic sequences generated by low dimensional
chaotic maps have shorter periodicity [5, 6]. The high-dimensional chaotic
system with higher complexity, randomness and unpredictability, can resist
the attack better, therefore high-dimensional chaotic system are widely used in
image encryption [7]. The three-dimension chaotic system such as Chua's
circuit is suitable to encrypt the three components of color image. Recently,
more and more hyper-chaos are applied in image encryption algorithm
because it has two positive Lyapunov exponents, better sensitivity and more
complex dynamical characteristics [5, 8, 9]. It is common only using a single
chaotic system, but using encryption algorithms constituted by one chaotic
map are easy to be attacked [10, 11]. To solve the problems mentioned above,
hybrid chaotic system is employed to enhance the key space and the
complexity of the algorithm. At present, there are few encryption algorithms
based on high-dimensional chaotic system and hyper-chaotic system. In this
paper, we propose a color image encryption algorithm by the novel hyper-
chaotic system.
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2 The novel chaotic system
The novel ten-dimensional autonomous system is obtained as follows:
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Where X,y,z,U,V,U W, p,q,r,sandt e R called the states of system and
o .p.0.y.n.A,y.u,0,E, B andwe are positive parameters of the system.
The 10-D system (1) exhibits a chaotic attractor, when the system parameter

values are chosen as:
c=20,p=21,6=15,n=2,A=8,y=10, u=5,9=25,6=51,=1,0=19 (2)

We take the initial conditions as:
x(0)=-1,y(0)=4,2(0)=1,u(0)=0,v(0)=0,w(0)=1,p(0)=0,

g(0)=-1,r(0)=8,s(0)=5.

This a novel ten-dimensional nonlinear system. Some basic properties of the
system have been investigated .The new 10-D chaotic system has three
unstable equilibrium points and calculated Lyapunov exponents, the
Lyapunov exponents of the system are :

L,=18.94059 , L,=9.96383, L3= 1.00877,L4,= 0.828434 ,Ls= 0.0490522 ,L¢=
-0.0132193,

L;= -0.0646262 , Lg= -1.00973 , Lo= -28.8771 , Lyo= -39.729, the maximal
Lyapunov exponent (MLE) of the novel system is L;= 18.94059. In addition
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the Lyapunov dimension of the novel chaotic system is obtained as Dy
=9.04596.

Using MATHEMATICA program, the numerical simulation have been
completed. This nonlinear system exhibits the complex and abundant chaotic
dynamics behaviors, the strange attractors are shown in Figs.1&2.

Fig.2 Chaotic attractors , z—x phase plane

3 Image Encryption Algorithm

The proposed algorithm combines pixel value diffusion process and
chaotic keys. Suppose the original image is noted (Ol )with size 256x256. The
color image encryption scheme consists of 8 steps, which is detailed described
as follows:
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Step 1:
Read the data of Original Image (Ol) and split the color image into R, G, B
components. i.e. size of (Ol) MxNx3.

Step 2:
Covert Original Image into (32) blocks of size 8x8

Step 3: ( Diffusion Processl)
Transform row 1 by row 4 , Transform row 2 by row 5, Transform row3 by
row 7 and Transform row 6 by row 8.

Step 4: ( Diffusion Process2)
Transform column 1 by column 4 , Transform column 2 by column 5,
Transform column 3 by column 7 and Transform column 6 by column 8.

Step 5:

Set the Parameters 6 A, B,u, A, 1, v, ,0,&,p and initial conditions X, ,Yo
Zo ,Uo ,Vo ,\Wo ,Po ,o , fo, So, generate ten sequences {( X; ,Yi ,Zi ,Ui ,Vi ,W; ,pi ,0i ,
r, Si);i1=1,2,..., 65554} according to the novel chaotic system (1).

Step 5:

Round the chaotic sequences

xj=round(x;x1000) , y;=round(y;=»1000) , ..., s;=round(s;=1000)
step 6 : Covert chaotic sequences into matrix 256x256

Step 7:
Covert matrix chaotic sequences into 4 blocks of size 16x16

Step 8:

Preform XOR operation between 4chaotic keys and blocks of Original Image
after diffusion process. The flowchart of this algorithm shown in Fig.3

The decryption process is just the reverse process of the encryption process.
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Fig.3 Flowchart of Encryption
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4 Image Decryption Algorithm
The proposed algorithm combines pixel value diffusion process and

chaotic keys.

Suppose the original image is noted (Ol) with size 256x256. The color image
encryption scheme consists of 10 steps, which is detailed described as follows:
Step 1:

Read the data of Encryption Image (EI) and split the color image into R, G, B
components. i.e. size of (Ol) MxNx3.

Step 2: Covert Encryption Image into (32) blocks of size 8x8

Step 3:

Set the Parameters 6 A, B,u, A, 1, v, ,0,& ,p and initial conditions X, ,Yo
,Zo ,Uo ,Vo ,Wo ,Po ,Jo , o, So, generate ten sequences {( Xi ,Vi ,Zi ,Ui ,Vi ,Wi ,pi ,qi ,
r,si);i=1,2,..., 65554} according to the novel chaotic system (1).

Step 4 : Round the chaotic sequences
xi=round(x;x1000) , y;=round(y;=1000) , ..., s;=round(s;=1000)

step 5 : Covert chaotic sequences into matrix 256x256

Step 6 : (chaotic keys)

Covert matrix chaotic sequences into 4 blocks of size 16x16

Step 7 :Preform XOR operation between 4 chaotic keys and blocks of
Encryption Image .

Step 8: (Reversed-Diffusion Processl)

Transform row 4 by row 1, Transform row 5 by row 2, Transform row?7 by
row 3 and Transform row8 by row 6.

Step 9: ( Reversed-Diffusion Process2)
Transform column 4 by column 1 , Transform column 5 by column 2,
Transform column 7 by column 3 and Transform column 8 by column 6.

Step 10 :
We have the Original Image .
The flowchart of decryption algorithm shown in Fig.4
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5 Experimental Results and Security Analyses

We utilize Matlab to simulate the experiment and choose the color image
"baby' of size 256 x256 to be encrypted. Parameters and initial values of a
novel chaotic system(1) are set as:
x(0)=-1,y(0)=4,z2(0)=1,u(0)=0,v(0)=0,w(0)=1,p(0)=0,
qg(0)=-1,r(0)=8,s(0)=5.

Parameters and initial values of a novel chaotic system(1l) are:
0=20,p=21,6=15,n=2,A=8,y=10, u=5,9=25,£=51,=1,0=19.

The experiment results are shown as Fig. 5. Compared with Fig. 5(a) Original
image 'baby' and Fig. 5 (b) Encrypted image of "baby' (hides the information

effectively). The attackers cannot find any useful clues from the encrypted
image.

(a) (b) (©)
Fig. 5: Experiment Results: (a) Original 'baby'. (b) Encrypted image of 'baby".
(c) Decrypted image of 'baby'

6 Statistical Analysis
In this section, some performance metrics by which the quality of an

encryption algorithm is checked statistically, are discussed in detail as
follows:

6.1. Histogram analysis

Histogram analysis gives the idea to statistical analysis attackers, but in this
proposed method by the use of histogram the attackers cannot find the any
clue about the original image. The proposed method gives the original image
and cipher image histogram, which is shown in fig. 6; it shows that the cipher
Image histogram is completely horizontal so if any statistical attackers attack,
then opponent cannot break the proposed security. In this method the cipher
Image red, green and blue histograms are flat because of diffusion method,
which altered the original values of pixels. Nearly horizontal histogram proves
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that this proposed method is secure from external users. The R, G, B
histograms of original Baby and encrypted image are shown as Fig. 6.

Crgina! 'mage Red Ongnal Image Green Ongiral Imags Bue
100 [

500 |

(d) (€) ()

Fig. 6: Histograms of original image and encrypted image: (a), (b), (c) are histograms of R,
G, B from original 'Baby'. (d), (e) and (f) are histograms of R, G, B from encrypted 'Baby".

Compared the original histogram, the encrypted image histogram is smoother
and more uniform.

So the algorithm can cover up the information and distribution of the original
image. It has a certain role to resist the statistical attack.

6.2 Correlation coefficient analysis
The correlation coefficient give the relationship between two neighboring

pixels, if correlation between two pixels is nearly 1 then the image is highly
correlated but if it is nearly O the image pixels are highly uncorrelated. In the
proposed method the experiments on the images proves that the original image
correlation nearly one, and cipher image correlation is nearly zero. So this
saves the system from statistical attacks. Table 1. (a) and Table 1. (b) show the
results of experiments. The formula of correlation coefficient of two adjacent
pixels gives as follow:
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cov(x,y) = E(x — EQ))(y — EGN).

cov(x,y)

= Jvar(x) JJvar(y)

Ty

Where x and y are the values of two adjacent pixels in the image. We can
calculate cov(x,y) , var(x) and var(y) by the use of following equation.

E(x) = %Z‘lei. var(x) = %Ef‘;,(x; — E(x))*and

N
cov(x,y) = %Z(-‘Q —E()) (i —E(O))

Correlations between two vertically , horizontally and diagonally adjacent
pixels in various original images and their corresponding cipher images have
been analyzed . In Fig. 6, the distributions of horizontally adjacent pixels of
red, green and blue components in the image ‘Baby’ and their corresponding
cipher image is shown. Particularly, in Frames (a), (b) and (c), depict the
distributions of two horizontally adjacent pixels of red, green and Dblue
components respectively in the original image. Similarly in Frames (d), (e)
and (f) respectively, the distributions of two horizontally adjacent pixels in its
corresponding cipher image have been depicted. Similarly, in Figure 7, the
distributions of vertically adjacent pixels of red, green and blue components in
the original image ‘Baby’ and its corresponding cipher image is shown.
Similarly, in Figure 8, the distributions of horizontally adjacent pixels of red,
green and blue components in the  original image ‘Baby’ and its
corresponding cipher image is shown and in Figure 9, the distributions of
diagonally adjacent pixels of red, green and blue components in the original
image ‘Baby’ and its corresponding cipher image is shown It is observed from
correlation charts and Table 1 that there is a negligible correlation between the
two adjacent pixels in the cipher image. However, the two adjacent pixels in
the original image are strongly correlated. Correlation in the cipher images is
very small or negligible when the proposed encryption scheme is used. Hence
the proposed scheme has good permutation and substitution properties.
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Table 1. Correlation for two adjacent pixels in the original and its cipher image.

Correlation coefficient between adjacent pixels
Red Green Blue
Horizontal original image | 0.9871 0.9880 0.9881
Cipher Image | 0.0062 0.0079 0.0019
Horizontal original image | 0.9841 0.9850 0.9855
Cipher Image | 0.0070 0.0094 0.0037
Diagonal original image | 0.9748 0.9765 0.9772
Cipher image | 0.0092 0.0095 0.0079

Fig. 7 : Distributions of horizontally adjacent pixels of RGB components
in the original image 'Baby' and its cipher image.

Fig. 8 : Distributions of vertically adjacent pixels of RGB components
in the original image 'Baby' and its cipher image.
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Fig. 9 : Distributions of diagonally adjacent pixels of RGB components
in the original image 'Baby' and its cipher image.

6.3 Information entropy analysis

Illegibility and indeterminateness are the chief objectives of image encryption.
his indeterminateness can be displays by one of the most commonly used
notional measure of entropy. Entropy states the degree of uncertainties in the
system and the formula of entropy is given as follow:

N-1

HG) = =) P(s)log, p(s)
i=0

Where p(s;) is the beginning probability of s; . If each symbol has an equal
probability, i.e. s=(so,51, Sa.... ,S256) Where p(si) is equal to 1/2® then the
entropy is H(s)=8. This resembles to an ideal case. Practically the entropy of
the systems is less than the ideal case in the proposed image encryption
method the entropy of the encrypted images close to 8, the information
entropy of encrypted image given in table 2. So the very less information
outflow in the proposed cryptosystem, this proves that the proposed method is
secure against entropy attacks.

Table 2: Information entropy of encrypted image

Encrypted image Image size R Layer G Layer B Layer

Baby 256x%256 7.6087 7.4231 7.8956
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6.4 Key Space Analysis

A good image encryption algorithm should have a large key space to make the
brute-force attack infeasible. In the proposed algorithm, the keys are the novel
chaotic system (1) are initial conditions and parameters . Therefore, if the
computational precision is 10™, the key space of the algorithm is 10°® and it
is bigger than 2'%° . So the algorithm has a sufficiently large key space to resist
the brute-force attack.

6.5 Key sensitivity Analysis

An ideal image encryption procedure should be sensitive to cipher key. In
order to test the sensitivity, we select ‘Baby’ to be the original image, keep
other parameters the same and employ the initial value of s,=5 to decrypt the
encrypted image. The results are illustrated in Fig. 10. By comparing the two
decrypted images, we can find that even with a tiny difference of 10-,
attacker cannot decrypt the orlglnal image correctly. The proposed algorithm
has good key senS|t|V|ty and y of reS|st|ng exhaustive attack.

(a) (b) (c) (d)
Fig. 10: Results of sensitivity test: (a) Original image of '‘Baby’. (b) Encrypted image of (a).
(c) Decrypted image of (a) with the correct key. (d) Decrypted image of (a) with a
change in initial value of s (So=5.000001)

7 Conclusion

A color image encryption algorithm based on a novel chaotic system is putted
forward. The pixel values of the R, G, B from the color image are combined
diffusion image and keys of a novel chaotic system. The complexity and key
space of the algorithm is greatly enhanced. Simulation results show that the
proposed algorithm is simple to implement and has good performance. It can
effectively resist statistical attack, entropy attack, brute-force attack and
exhaustive attack.
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