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Abstract 
   The growth of IT and telecommunications is becoming very relevant in terms of safety, security 

can be performed using steganography, and in the field of information security steganography plays 

an important role. In this paper, a steganography algorithm is proposed to hiding a confidential 

message inside a video for the purpose of sending it to another party without attract the attention of 

attacker and unauthorized parties and with high security and a high embedding rate. This is done by 

embedding the secret message and distributing it between the video frames in a certain way using 

steganography techniques. 

The proposed method is implemented by using several steps. In first step: it divided the video in 

number of frames, the next step: is encrypt the secret message using AES algorithm, after 

encryption process the message is hiding in frames of video, for each ten frames select one frame 

video to hide secret message in it. And the final steps: is using secret key (n+5) this key is use to 

determine the locations of the pixels in order to hide bits of secret message in a blue color channel 

by using pixel value difference (PVD), it uses zigzag columns for hide the encryption secret 

message in each location based on secret key. In addition to that, the proposed method has removed 

the limitations of the (PVD) method.   

The outcomes of the proposed system are good in security, transparency, efficient, high capacity, 

and powerful. Because, it uses measurements of peak signal to noise ratio (PSNR), mean square 

error (MSE), entropy, and correlation coefficient. This system is preventing by attackers to detect 

the encryption secret message. 

KEYWORDS: Steganography, Pixel Value Difference (PVD), Encryption, Secret message, Secret 

key. 

 

1-Introduction 
    At the recent years, Internet is becoming a very important common medium for communication. 

However, confidential data security during transfer through it has become a great challenge. 

Encryption is the most effective means to achieve security.  The secret message can easily have 

detected by the attacker if the security is not strong enough so, Capacity, reliability and invisibility 

are critical criteria for confidential data security [1]. There are two schemes to accomplish these 

goals. 

The first is encryption, in which confidential data encoded by means of a secret key, which only 

similar secret key will decipher. DES, AES, RSA and so on are the most common encryption 

techniques [2].  However, this scheme will attract people not responsible for the information, the 

other method used to reduce suspicion is steganography, and Steganography is a method of 

concealing sensitive information in coverage media [3]. 

When the cover media is an image or frame, the cover photo or the cover frame that contain the 

secret data is called stego image. In various applications steganographic technique can be used such 

as military, commercial, anti-criminal and so on [2]. 
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 Steganography is based on the hide of confidential data. The concealment of the secret data into 

another media in order to protect it against unauthorized access. To increase the security of the data, 

it can be encrypted before using steganography. Many steganographic methods have been improved 

over years for different types of cover media: text, image, audio and video [4], [5].  

Steganography aims to hide or conceal the existence of secret messages or sensitive information, 

and concealment, can be accomplished by making reasonable changes to other digital media 

contents [6]. These modifications are based on the key and the data need to be concealed. The 

recipient can then extract data confidential by using the same secret key from the algorithm [3], [7], 

[8]. 

 

2-Related work 

    Many steganographic techniques have been proposed for embedding information in the cover 

media. Some approaches based on a principle of replacing the pixels' least important bits in the 

original image and others using an LSB and wavelet technique by increasing or decreasing the 

transformative image coefficients by one unit [9],[10],[11]. 

  Most of the related researches focus on increasing the capacity by using LSB and the readjustment 

process, and there are many other study that take different technique like: 

  In (2016), Rana Tayseer sabbah, proposed uses (PVD) in a gray scale image the pixel value must 

be in ranges from 0 to 255. But when use this method as image steganographic scheme sometimes 

the pixel values in the stego-image may exceed gray scale range. The PVD approach divides the 

original image into two consecutive pixel of non-overlapping blocks and modifies the pixel 

differential for data embedding in each block (pair). The outcomes of this proposed the PVD is 

better image quality and capacity of hiding data, and give the complexity and powerful [8]. 

  In (2017), Doli Hasibuan and Junika Napitupulu, proposed Steganography process to insert secret 

data into images using the pixel-value differentiation algorithm used to insert RGB pixels into an 

image domain. This algorithm performs the process of inserting the text length of the message, as 

the images are inserted on the pixel of an image, Concluded that there is no suspicion of the Pixel 

Value Differencing algorithms, since the message is concealed on an RGB pixel image, and the 

message length can be hidden as much as the RGB pixels of the image used as media [3]. 

  In (2019), Dipika Deshmukh and Gajanan Kurundkar, proposed uses edge detection techniques in 

video steganography. The work follows random frame selection algorithms to protect the 

confidentiality of confidential information. In order to insert data in video frames, the LSB method 

is used.They have improved data hiding techniques. Concealing in LSB bits alters the pixels' 

resolution that are convenient for the human eye to observe during detection mechanisms and 

therefore convenient for attackers. However, their methodology can integrate large numbers of 

data than LSB. Edge detection is used, edge detection is carried out by various edge detectors [12]. 

 In (2020), Manohar N and Peetla Vijay Kumar, proposed uses secure steganography method, The 

LSB system, neural networks, and fuzzy logic provide a solid base, Then, using PSNR and MSE, 

verify their processes. Taking a video stream file is the first step in their process and an SLSB 

method can be used to create an embed process that becomes a stego file. The fuzzy logic is then 

applied and the input and output variables are processed in the second step. The implementation of 

neural networks and the provision of data inputs and outputs are included in the third step. More 

formats, security, performance quality, and PSNR & MSE accuracy values were finally seen as a 

result [13]. 
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3-Steganography 
    Data hiding is the process of embedding confidential data into digital media without causing 

attracting attention. Three popular techniques can be used in data hiding. They are watermarking, 

cryptography and steganography [14], [15]. 

In the hiding information methods, cryptography and steganography are distinct. Cryptography is 

the science of conversion of secret messages to some other type, so that none other than the 

intended sender and recipients can understand it. 

In the steganographic systems the main terminology is: cover media, confidential message, secret 

key, and embedding algorithm. The original media is the carrier of messages in pictures, video, 

audio, text or other digital media. The confidential message is the data that must be concealed in the 

digital platforms. The embedded algorithms are used to insert the message using the secret key. 

This algorithm is a method or a concept used to include the secret knowledge in the cover media 

[16]. 

In steganography, the sender needs to pick a suitable message carrier, an appropriate message to 

hide and a secret key to use as a password before hiding. The transmitter will then give the hidden 

message to the recipient using some of the current communication techniques. The receiver 

decrypts the hidden message using the extraction algorithm and a secret key after receiving the 

message [17], the steganography structure is shown in the Fig.1 [18], [19]: 

 

 

 
 

Fig. 1: The structure of steganography technique. 

 
 

4- Video steganography 

    Steganography in video is a way of concealing data or messages into frames in video format. 

Video is a picture or frame combination used to hide text messages. And it is a spatial domain 

technique, different methods are used to conceal the data from human eyes in various video frames 

[18]. Different methods on spatial domain used to embed data directly in the cover frame without 

adjustments and with a good quality such as LSB substitution, Spread Spectrum, Histogram 

Manipulation, Most Significant Bit (MSB), Quantization Index Modulation (QIM) and pixel value 

differencing (PVD). Data hidden in video frames now play a major role in steganography for a few 

days. Steganography’s key work is to conceal the hidden message without affecting the visual 

quality, structure and content of the video file [19], [20]. 

Video steganography has a much greater potential for hiding sensitive information because video 

has a large number of redundant bits [21], [22]. 

Digital video has a range of images played according to video specifications at fixed frame rates. 

The quality of digital video is determined by a number of factors including fps (frames per second), 

frame size, and pixel size. The default fps factor is a very common video format. It values 

respectively 24 and 30 fps. Every video image is called a Frame containing three or four colors in 
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pixels, such as RGB (Red, Green, Blue) and CMYK (Cyan, Magenta, Yellow and Black). A 

combination of these primary colors is the remaining colors of the mediator [19]. A pixel consists of 

three color combination (Red, Green, Blue). A pixel component color contribution is different (Red, 

Green or Blue). Green contributes 59 percent while the red part supports 30 percent and the blue 

part contributes 11 percent in a colored point [ 

5-Pixel Value Difference Algorithm (PVD) 

    Pixel value difference algorithm proposed by Wu and Tsai to conceal more data with high quality 

of stego-image or frame and provide more security in data hiding [2], In the PVD algorithm, a gray-

value cover frame is partitioned into non-overlapping blocks consisting of two consecutive pixels 

(pi , pi+1) [1], The method of splitting the original frame into two-pixel blocks done as a zigzag 

through all the rows of each frame, As illustrated in Fig. 2[5]. 

 

 
 
Fig. 2: The two-pixel blocks that do not overlap are created by zigzag scanning the rows by collecting 

every two consecutive pixels in a cover image 
 

 

A difference value |di | can be determined from each block by subtracting pi from pi+1. All the   

differences must be between −255 and 255. The absolute difference is, however, between 0 and 

255. Per width of the range is taken as a power of 2.There are two types of range the first type is to 

select a wide range [8, 8, 16, 32, 64, 128] for a high capacity. And the other is a large range of [2, 2, 

4, 4, 4, 4, 8, 16, 16, 32, 32, 64, 64] to maintain a high level of imperceptibility [1],[3]. 

In a proposed method will use R = {[0.7], [8.15], [16.31] [32.63], [64.127], [128.255]} Scheme for 

Tsai and Wu [3]. This method is used to see if the differences are within two pixels of each other, 

then the number of the bit is to be inserted into a block of two pixels that do not overlap, the amount 

of bits inserted by the message is done by: 
 

Number of bit = 𝐿𝑜𝑔2 (upper width-lower width+1) 
 

                                    OR by n = number of bit 

                                                If                   0<= di <16          then n=3 

Else    If        16<= di <32        then n=4 

Else    If        32<= di <64        then n=5 

Else    If        64<= di <128      then n=6 

Else    If        128<= di <255    then n=7 
 

 

Now computing the new value of pixels this is the embedding process. On the side of the receiver 

also calculate the difference between the two pixel block from the stego image   𝑑𝑖′=|pi'-p i+1'|.  Then 

the difference 𝑑𝑖′ is used to check for the amount of concealed block bit streams using the table of 

range The hidden bit streams are extracted after the decimal value has been converted to binary 
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form : secret bit =  (𝑑𝑖′ – lower i) OR by secret bit = (𝑑𝑖′ –2^n) but  if   0<= 𝑑𝑖′ <8 the secret bit = 𝑑𝑖′ 

[23].  

The PVD have some limitation this limitation is fall boundary issues [24] that’s mean the color 

pixel value may overtake the range (0-255) in a stego image [2], in a proposed method removed this 

issue of PVD method. 
 

6-Proposed method 

     In this paper, the proposed system aim hiding confidential data inside a video using PVD 

technique for the purpose of sending it to the other party with high security and a high embedding 

rate. And there are two main algorithms, which are the embedding algorithm and the extraction 

algorithm, and in each algorithm there is a set of steps that will be explained in the following 

sections. Fig. 3 and Fig. 4 to explain detail of each algorithm. 

 

   

 

 
 

 

 

 

 

 

 

 

 

       

 

 

 

 

 

 

 

      

 
 

Fig. 3: The embedding algorithm. 
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Fig. 4: The extracting algorithm. 
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No. of frames 

Input  

video 

6.1 The first step: Divide video 

   Convert the original video in to a number of frames in this step the video file will be read and then 

converting this video into a number of sequential frames in PNG file format, it takes one frame 

from the sequence of frames, and applied the pixel value difference (PVD). As shown in fig. 5. 

 

 

     

 

 

 

Fig.5: The divide video in no. of frames 

 

 

6.2 The next step: Encrypted secret message  

    Encrypted secret message: the secret message will be encrypting by using the (AES) encryption 

algorithm, this algorithm is implemented by splitting the secret message into 16-byte blocks (128 

bit) with using a padding scheme to allow encryption of plaintexts of arbitrary lengths. Each block 

will enter into four stages, which are bytes of substitution, shift rows, mix columns and add round 

key, in addition generate a random key with the same size blocks. A byte-coded message will be 

generated by this algorithm. And after the encryption process is finished, we convert a byte-coded 

message into list of ASCII code then converting this list into list of binary code. As shown in fig. 6. 
 

 

    
 

      

 

 

                     

 

 

 

 

 

 

                           

 

 

 

 

     

 

 
Fig.6: Explain encrypted message in AES, A) original secret message, B) byte code in AES, 

C) ASCII code of encryption secret message, D) Binary encrypted secret message 
 

6.3 The final step: hiding encrypted secret message 

    In this step hide encrypted secret message in video frames for applied PVD on each frames. Take 

each frame that is named here cover frame and apply the algorithm of (PVD) on it, and start with 

(PVD) algorithm by partition the cover frame into the number of blocks that do not overlap, each 

The computer is fast 

'\xabmQ9w\xd9\xeb\xc0\xc7\xeb\xc7)\x9f\xec\x8e\xf1\x12\

xea\xc2\xe7|\xd5\x11\xa4-

\x0e\xad\x18H\xd1;\xa9LM\xaa\xdfNml\x94\xd1\xeb_fbQ5

\x7f' 

[171, 109, 81, 57, 119, 217, 235, 192, 199, 235, 199, 41, 

159, 236, 142, 241, 18, 234, 194, 231, 124, 213, 17, 164, 45, 

14, 173, 24, 72, 209, 59, 169, 76, 77, 170, 223, 78, 109, 108, 

148, 209, 235, 95, 102, 98, 81, 53, 127] 

A 

B 

C 

101010110110110101010001001110010111011111011001

111010111100000011000111111010111100011100101001

100111111110110010001110111100010001001011101010

110000101110011101111100110101010001000110100100

001011010000111010101101000110000100100011010001

001110111010100101001100010011011010101011011111

010011100110110101101100100101001101000111101011

010111110110011001100010010100010011010101111111 

D 
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Algorithm (1): Embedding Algorithm  

Input: The original video, secret message  

Output: Stego-video 

Process: 

Step 1: Convert the original video into a number of sequential frames. 

Step 2: Encrypted secret message by using the (AES) encryption algorithm.  A byte-

coded message will be generated by this algorithm. Then convert a byte-coded message 

into list of ASCII code then converting this list into list of binary code.  

Step 3:  For  I  to   N                     // Select one frame from a sequence of frames this is 

done by taking one frame after every ten shots from the video frames, and the process of 

taking the number of frames continues according to the length of the secret message. If 

the secret message is short, it can be hidden with one frame, but if the message is long, it 

can take more frames, and therefore determining the number of frames is dynamic 

according to the length of the message. 
 

block contain two pixel but these blocks are divided on the basis of the secret key (n+5) this key is 

use with the steganography technique. It is selected the locations from frames to hide no. of bits in 

the frame, and the partition will not be done by the traditional method Via all The lines, for each 

picture or frame and moving as a zigzag, but the partition will be done by zigzag scanning the 

columns by collecting each two successive pixels in an original picture. As shown in fig. 7. And 

obtained stego-video. This vertical zigzag with the secret key (n+5) has added strength to the (PVD) 

algorithm because it will change the traditional method of hiding by using (PVD), which is 

concealed serially in all rows of the frame. Therefore, the proposed method will make it difficult for 

attackers trying to discover the locations of the pixels that was hidden inside. 

 

 
 

Fig.7: The two-pixel blocks that do not overlap are created by zigzag scanning the columns 

by accumulating every two pixels in a cover picture 

 
 

A- Embedding Algorithm: 
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Algorithm (2): Extracting Algorithm 

Input: The stego video 

Output: Original secret message 

Process: 

Step 1: Convert the stego video into a number of sequential stego frames. 

Step 2: Select one Stego frame after every ten shots from the video frames 

Step 3: Apply inverse PVD by calculate the difference value di'=|pi'-(p i+1')| and obtain 

the secret bits decimal= di' – loweri in order to extract the encrypted secret message in a 

binary code. 

Step 4: Apply inverse AES algorithm after convert the binary code into ASCII code then 

into byte code.  

Step 5: Obtain the original secret message 

 End. 

 

Step 4: Divide the frame into blocks and on the basis of a vertical zigzag and using secret key 

(n+5) and thus this key will determine which locations will be used to hide message in the 

frame. 

Step 5: Choose the blue color in order to hide in it  //   because the human eye is sensitive to the 

green color, so we decided to use the blue color for hiding in order not to notice any distortion or 

change in the stego frame. 

Step 6: For each pair of pixels 

Step 7:  abs (pi+1 -  pi)     // Calculate the difference between the pair of pixels (pi ,pi+1) , then 

take the absolute value of the different after that determine how many bits will be withdrawn 

from the secret message, using the range table =([0, 7],[8, 15], [16, 31],[32, 63],[64, 127], [128, 

255]). 

Step 8: Calculate the new difference value for the pair of pixels and new pixels value 

Step 9: Modifying the limitation in the (PVD) algorithm //               eliminates the limitation that 

was in the original algorithm because after computing the new values, may exceed the specified 

values of the pixels, which are the range (0-255) in stego frame 

Step 10: End for (each pair of pixels) 

Step 9: if (message is end) then 

Go to step 11. 

             Else  

I =I + 10 

Step 10: End for 

Step 11: Collected all frames to recreate the stego-video 

 End. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

B- Extracted Algorithm: 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

7-Test of the result 

    This section talks from implementation of each frame in video after hide encryption image, as 

shown in Table 1. And using a set of measurement PSNR, MSE, Entropy, and correlation 

coefficient. These are measurement explain in Table 2.  
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Table 1: indicates for implementation of stego-frame video. 
 

Name of video 

frame 

Original video frame  Stego- video frame  

0 

  
10 

  
20 

  
30 

  
40 

  
 

It’s noticed in the table 1, which shows the original frames before the embedding process and the 

stego frame after the embedding process, we note that the image quality has not changed and no 

distortion can be observed in the stego frame, and this proves the strength of the method by 

achieving high quality, accuracy and transparency. 
 

Table 2: Indicates for measurements of PSNR, MSE, Entropy, Correlation coefficient. 
 

Name of video frame PSNR  for 

each frame 

The ratio of 

(PSNR) to the 

frames 

MSE The ratio of 

(MSE) to the 

frames 

Entropy Correlation 

coefficient 

Original video frame(0)  17.5981 84.0655 dB 50.1631 0.00026 6.1187 0.9974 
Stego- video frame(0)  17.5954 50.1631 6.1187 0.9995 

Original video frame(10)  17.5488 83.9082 dB 10.0872 0.00025 4.2907 0.9884 
Stego- video frame(10)  17.5560 10.0872 4.2908 0.9680 

Original video frame(20)  17.8239 83.8609 dB 67.7361 0.00026 7.2662 0.9965 
Stego- video frame(20)  17.8195 67.7361 7.2662 0.9980 

Original video frame(30)  17.9009 83.9741 dB 69.7908 0.00026 7.3252 0.9978 
Stego- video frame(30)  17.9062 69.7908 7.3252 0.9983 

Original video frame(40)  17.9588 84.2287 dB 71.0789 0.00024 7.4326 0.9991 
Stego- video frame(40)  17.9551 71.0789 7.4325 0.9977 

It’s noticed in the table 2, a very good results in (PSNR) when we compare between the original and 

stego frame, as it ranges from (83.8609 dB) to (84.2287 dB) and obtain a low (MSE) and notice a 

little increment in correlation coefficient and good result of Entropy . 
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8-Comparison with Previous Works 

    In this section, some comparisons with previous works are done to show the differences in 

techniques, tools, color channel and security. Table 3 presented the results of comparisons. 
 

Table 3: Indicates comparison results. 

References Tools Steganograph

y technique 

Color 

channel 

security PSNR MSE 

proposed 

method 

Use video for the 

purpose of 

concealment 

PVD  Select Blue 

channel from 

RGB 

AES 84.2287 

dB 

0.00024 

Ref.[8] Using 256 Gray-

valued image 

PVD Gray  Non 38.5359 

dB 

9.1094 

Ref.[15] Using image Using a novel 

steganography 

algorithm 

RGB 

channel 

username and 

Password are 

required prior to 

use the system. 

81.47 dB Non 

Ref.[22] Use video for the 

purpose of 

concealment 

Hash LSB RGB 

channel 

Non 60.21 

dB 

0.061 

 

It’s noticed that, PSNR of the proposed algorithm is close to 84dB, which mean very acceptable 

results, and the proposed method used AES algorithm to encrypt the secret message this means that 

it achieves high security to maintain the confidentiality of data sent to the other party. In addition 

obtain low MSE which is refers to high transparency. 
 

9-Conclusion   
    The pixel value (PVD) approach was used for this article ,with the key represented by (n+5) to 

hide an encrypted text in a video after divided this video to many frames in order to increase 

security while transfer the encrypted text and increasing the capacity because this video carried big 

data. 

 Many measurements are used in purpose to know the error ratio and the quality of the image and 

this measurement is PSNR, MSE, Correlation coefficient and Entropy. 

As a conclusion there is not error ratio in the frame and there is a good quality while comparison 

between the stego frame and the original one. These results were examined on a 30-second video 

with 25 fps and this video is in (mp4) format, this video contain 256 frames each frame size is 

(1280*720 pixels), in addition the proposed method decided to embed secret message into blue 

channels of each frame, which reduces the distortion of the pixels in stego frame because each 

frame is a color image, as each pixel consists of three color combination (Red, Green, Blue). A 

pixel component color contribution is different (Red, Green or Blue). Green contributes 59 percent 

while the red part supports 30 percent and the blue part contributes 11 percent in a colored point. 

Finally this method is a very good to hiding the confidential data with a high capacity, quality, 

efficiency, transparency, robustness, powerful and security in a video the attacker or unauthorized 

person cannot detected any suspicious differences in a stego video. 
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